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CLOUD COMPUTING

DATA BASICS

• All digital computers operate on a binary basis

• Essentially, the most basic form of information is either:

• On or Off

• 1 or 0

• This basic piece of information is called a bit
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DATA BASICS

• Data bits are generally organized in 8 bit blocks known as bytes

• A byte can have a value of 2^8 different values (256 different values)

• 0 0 0 0 0 0 0 0  = 0

• 0 0 0 0 0 0 0 1  = 1

• 0 0 0 0 0 0 1 0  = 2

• 0 0 0 0 0 0 1 1  = 3

• 0 0 0 0 0 1 0 0  =  4

• ….

• 1 1 1 1 1 1 1 1  = 255

DATA BASICS

• Data bits are generally 

organized in 8 bit blocks known 

as bytes

• While we learn in base 10, 

computers operate in base 16

• 11111111=255=FF

DATA BASICS

• Data bits are generally organized in 8 bit blocks known as bytes

• While we learn in base 10, computers operate in base 16

• 11111111=255=FF
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DATA BASICS

• To make data consistent, in 1963 the American Standard Code for Information 

Interchange arrived at an 8 bit representation of letters numbers and 

characters

• ASCII characters

• The ASCII standard is common for European based alphabets

• Other languages may use other character sets (such as CCCII for Chinese characters)

DATA BASICS

DATA BASICS

• This is important because unencrypted data is often stored in ASCII Hex format
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DATA BASICS

• This is important because most, if not all, data can be read in Hex format

DATA BASICS

• Knowing that data is stored in numbers and interpreted in standard ways is a 

basic for having exchangeable and usable data and essentially transforms 

data to information

DATA BASICS

• Because data is essentially a string of numbers, mathematical calculations can 

be run against the data, including mathematical functions to create a unique 

“fingerprint” for data.

• These functions to create “fingerprints” are called hashes
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HASH

• A hash is generally an algorithm or function that converts data into a specific 

length of data using a common formula or algorithm.

• It essentially maps any size of data down to a fixed length of data

• It does so exactly the same way every time

• Therefore, the resulting fixed length string of data is unique, but reproducible 

for each set of data it is run against

HASH

• There are several public hash functions that can be used against any set of 

data

• MD5

• SHA1

• SHA256

• SHA512

HASH
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HASH

• If even one number is out of place or changed, the HASH function will return a 

different Hash value

HASH

HASH
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HASH

• The keys to a workable Hash function are:

• It always return the same value for the same information

• It is quick to compute

• It always returns values of the same length

• It Can be applied to input of any length

• It is so robust that it is infeasible that two different inputs could result in 

the same hash value

HASH

HASH

• The value of a Hash function is that it can tell you if a file has been altered 

from its form when the initial hash function was run
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ENCRYPTION

• A hash function can let you know if a file or data have been altered or 

corrupted, but it doesn’t actually protect the data or information

• Encryption provides such protection

ENCRYPTION

• Encryption has been used to protect sensitive information for eons

ENCRYPTION

• https://youtu.be/KJpYA7pyFwQ
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ENCRYPTION

• Substitution Encryption

• Substituting one value for another

• For example changing each letter in a message to a character that is 4 numbers higher in 

the ascii table than the original character

• “THIS CLASS IS BORING” becomes XLMWGPEWWMWFSVMRK.  The “T” in this is transformed 

to the character 4 characters higher which is “X”, the “H” in this text is transformed to the 

character 4 characters higher which is “L”, and so on.

• The famed “enigma machines of WWII worked this way.

ENCRYPTION

• https://youtu.be/QwQVMqfoB2E

ENCRYPTION

• Substitution Encryption

• Substitution can be effective, but it is often subject to weaknesses if someone 

determines or obtains the keys or algorithm
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ENCRYPTION

• Asymmetric Encryption
• Asymmetric Encryption is another encryption method that uses two keys (rather than a 

single, even if complex, key).  

• This a modern and sophisticated encryption technique. Asymmetric key encryption 

integrates two cryptographic keys for implementing data security. 

• These keys are identified as a “Public Key” and a “Private Key.”  The "public key", as the 

name implies, is accessible to all who want to send an encrypted message. 

• The other is the "private key" that is kept secure by the owner of that public key or the one 

who is encrypting.

ENCRYPTION

• https://youtu.be/AQDCe585Lnc

BLOCK CHAIN

• Using Hash and Encryption

• Transactions are encrypted and stored on a ledger

• Each transaction has a hash to fingerprint the original information in the transaction

• When a determined number of transactions and hashes are recorded, the block of those 

transactions also receives a hash, which is then incorporated into the next block

• If any block is tampered with, the hash will no longer pass verification

• In this way, blocks are chained together and, once recorded, may not be altered without 

immediate detection of corruption
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BLOCK CHAIN

• Using Hash and Encryption
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BLOCK CHAIN

• Distributed ledgers

• To add additional integrity, some block chain implementations use multiple ledgers to keep 

duplicate data in remote locations to further enhance the security of the information 

• If a solution is found to alter a transaction within a block without initial detection, it will still 

fail to match the hashes in duplicate blocks distributed through the network and thus be 

exposed as corrupted or altered
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BLOCK CHAIN

• https://youtu.be/3xGLc-zz9cA

BLOCK CHAIN

• https://youtu.be/lD9KAnkZUjU

BLOCK CHAIN - CRYPTOCURRENCY

• Because Block Chain can be distributed and is immutable, it is a format for 

record keeping of financial transactions

• BITCOIN is the most popular Block Chain Crypto Currency
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BLOCK CHAIN – BITCOIN

• https://youtu.be/M_zCjjy59cg

BLOCK CHAIN – BITCOIN

• Do cryptocurrencies, like Bitcoin change the gambling analysis of any of the 

following:

• Lotteries

• Games of Chance

• Sports Wagers

• Bookmaking

CLOUD COMPUTING

• In short, using someone else’s computers to store, process, collect or report data 

or data processing functions
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CLOUD COMPUTING

• Cloud computing allows businesses to outsource the core IT functions of a 

company

• By using shared resources, a company can reduce IT budgets, enhance security, and scale 

as needs require

• There are many different forms of cloud computing

CLOUD COMPUTING

• https://youtu.be/uroryFU78gM

CLOUD COMPUTING

• Cloud computing leverages the scale of large scale cloud computing providers 
to allow flexible sharing of resources

• AMAZON

• GOOGLE

• IBM

• MICROSOFT

• ORACLE

• … and others
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CLOUD COMPUTING

• https://youtu.be/p7MqvJAKLoM

CLOUD COMPUTING

• One key element of cloud computing is load balancing

• Load balancing is the seamless use of multiple global data centers to provide services to 

cloud computing customers

CLOUD COMPUTING

• https://youtu.be/h8EqM6Xt3MA
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CLOUD COMPUTING

• How does cloud computing enter the gambling analysis of any of the following:

• Lotteries

• Games of Chance

• Sports Wagers

• Bookmaking

QUESTIONS


